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About this guide

Welcome to payment services. You have received this document
as you have been registered as a contact to use one or more
payment services or facilities.

The payment services web channel allows you and other contacts
to access information about the services and maintain certain
reference information held for these services.

This guide tells you all about what being a contact means, what you
can do over the web channel, the security method(s) you will need
to access the web channel and how you can alter information held
about you.

This guide is divided into six parts:

Part| - Contacts: What a contact is and what it means
Part Il - Payment services web channel: What it is & how it looks
Part Il - Security overview: Methods available

Part IV - Security information and procedures: PKI
Part V - Security information and procedures: ASM
Part VI - Your details: How to change the information held for you.

This guide should be used in conjunction with the other guides you
have received in relation to the payment services.

© Voca Limited 2006. All rights reserved.

The copyright in this document is owned by Voca Limited. All material, concepts and ideas
detailed in this document are confidential to Voca Limited. This document shall not be used,
disclosed or copied in whole or in part for any purposes unless specifically approved by Voca
Limited.

Contact information

t 0870010 0698

t 0870 1650018

e service.desk@bacs.co.uk
w www.bacs.co.uk

Telephone calls may be recorded for
security or monitoring purposes.
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Part |
Contacts

What is a contact?

A contact is an individual who has been registered to use payment services or facilities.

As a registered contact you will have a unique contact ID. Against your contact ID the following
must be set up:

 Security method(s)
e Contact type
« Privilege groups

» Communication information.
The following sections provide more information about each of these.

Security methods

In order to access the payment services and facilities, all contacts must have one or more
security methods assigned to them.

There are two security methods that can be used to access the payment services and
facilities: PKI credentials (PKI), including a digital certificate, and contact ID and password
(alternative security method — ASM). For more information, see Part IV and Part V.
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Part | Contacts

As a contact you can be assigned PKI, ASM or both. Each security method you have assigned
to you will have a status, for example “active”, “suspended”. Depending on the status of the
security method, you will be able to use that security method to log on to the payment services
web channel and perform actions you have been assigned the privileges to do. For more

information on the payment services web channel see Part Il, starting on page 11.

Contact types

There are two different types of contact:

 Primary security contacts (PSCs)
« Additional contacts (ACs).

A primary security contact (PSC) can normally carry out more functions than an additional
contact, and there are some functions only a PSC can carry out. All contacts registered to
access payment services and facilities must be set up as either a PSC or an additional
contact. The decision as to whether you are a PSC or an additional contact will depend on the
role you have when using payment services. The functions a PSC or an additional contact can
perform will depend on the privileges they are given.

Privilege groups

All contacts must be assigned one or more privileges groups. Privilege groups contain one or
more privileges which will allow you, as a contact, to carry out specific activities and functions
with payment services. If you have a specific privilege group assigned to you, you will be able
to carry out the functions allowed by the privileges in that group.

Privilege groups are assigned to you when you are registered as a contact for payment
services, but these can be amended at any time. The privilege groups available for assigning
to you depend on:

 Contact type (PSC or additional contact)
« Security method (PKI or ASM).

More privileges are available to PSCs and to contacts who have PKI credentials. There are
no privilege groups that are exclusively available to additional contacts with ASM. In other
words, all privilege groups that can be assigned to an additional contact with ASM could be
assigned to any contact type. The privilege groups a contact is assigned will depend on the
role they will have when using the payment services.

BAcs payment services — Contact’s guide version 1.10



Section 1 What is a contact?

Communication information

Communication details are held for each contact registered to use the payment services,
namely:

« Email address — mandatory

« Office telephone number, extension number and associated information — optional
« Out of hours telephone number — optional

* Mobile telephone number and associated information — optional

» Fax number — optional.

version 1.10 BACs payment services — Contact’s guide | 9
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Part I
Payment services web channel

What is the payment services web channel?

As a registered contact for payment services and facilities, you can use your security
method(s) to log on to the payment services web channel. The web channel is your way of
accessing the payment services and facilities you have been set up to use and carry out the
actions you have been given the privileges to do. The following diagram shows an example of
the payment services web channel homepage. The exact features of your homepage will
depend on what type of contact you are and what you can use the web channel for.



Part Il Payment services web channel

Payment services

Home # Whereami?

Home

Iy details

Cortact mairtenance
Service Lsers
Submizsions
Processing reports
Reports

Submizzion activities

Y &

N\

Welcome to payment services

Last log on

iz logged on

Log off _' You last logged on st 15:35 on 09/02/2004

To continue pleaze select an option from the

John main menu ar chooze from the notices helow

Smith

Aihe
R

- Top )
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Figure 1: An example of the payment services web channel homepage
Connections

To connect to the payment services web channel you will require the following:

* An internet browser
« A connection method (normally internet, but can be an extranet connection)
* A security method.

For information on software requirements, including internet browsers, see section 4,
page 15. For more information on connection methods see section 5, page 16.

Security

You can log on to the web channel using PKI or ASM. If you have both PKI and ASM you can
log on using either, however, if you log on with ASM, you may not be able to carry out all the
functions you have been given the privileges to do.

BAcs payment services — Contact’s guide version 1.10



Section 2 What is the payment services web channel?

For information on the privilege groups available for allocation to you and the security methods
and contact types they can be assigned to see the guide(s) you have received regarding the
services you have been set up to use.

Functionality

The payment services web channel can be used to access various features of the payment
services and facilities you have been set up to use.

In addition to the features and facilities you have been set up to use, all contacts can use the
payment services web channel to view and amend their own communication details

For more information on how to perform these actions on the web channel see Part VI.

Notifications

When many actions are carried out on the web channel, email notifications are generated and
sent to relevant contacts. For example, if any of your contact details are changed by another
contact, you will receive an email notification telling you that your details have been changed.

To make full use of the payment services and facilities you have been registered to use there
may be additional requirements. If this is the case, the guide(s) you receive detailing the
services and features will provide information on these additional requirements.

version 1.10 BACs payment services — Contact’s guide
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Part Il Payment services web channel

Availability

The web channel is available during the payment services window. This window normally
opens at 07:00 hours on a Monday and closes at 23:00 hours on a Friday. English bank/public
holidays also affect the opening times. The following table shows how the window opens and

closes:
If the window is... it will...
...open ...Close at 23:00 hours the night before a nonprocessing day (a bank/public holiday, a
Saturday or a Sunday).
...closed ...open at 07:00 hours on the first processing day after a nonprocessing day.

When the payment services window is open you can log on to the web channel. Once you are
logged on, you can perform the functions you are set up to do over the web channel. For
details of nonprocessing days see the processing calendar available from:

http://www.bacs.co.uk/resources/calendar.php

BAcs payment services — Contact’s guide version 1.10



4.1

4.2

Section 4 Software requirements

Software requirements

There are certain hardware and software requirements you must fulfil to access the web
channel. The following sections detail the operating system and web browser requirements
for connecting the BACS payment services web channel.

Web browsers

It is recommended that you use the latest version available of your chosen web browser.For
information about browsers suitable for accessing the web channel using PKI contact your
supplier of signing software. If you are using Internet Explorer you should ensure that your
browser checks for newer versions of stored pages automatically. This is the default for your
browser, but to check this setting and amend it if necessary carry out the following steps.

To set Internet Explorer page checking

You must have Internet Explorer installed.

Open Internet Explorer.

Open Internet Explorer on the computer you will use to access the web channel.

Access your internet options.

From Internet Explorer’s Tools menu select Internet Options...

An Internet Options window will open. On the General tab, in the Temporary Internet files
section, click the Settings button.

Amend your settings.

A Settings window will open. Ensure that the stored pages setting is set to Automatic. If not,
click in the radio button, next to the word Automatic. Click OK, then click OK on the Internet
Options screen.

Operating systems
In addition to a suitable browser, you must be running a suitable operating system on the

computer you use to access the web channel. The following operating systems have been
tested for connecting to the payment services web channel:

» Windows NT4 with service pack 5+
* Windows 98 SE

* Windows ME

* Windows 2000

* Windows XP.

version 1.10 BACs payment services — Contact’s guide
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Part Il Payment services web channel

Connection methods

Access to the payment services web channel will normally be via the internet. However, the
web channel can also be accessed via the extranet. The following sections provide
information for connecting via these two methods.

Internet

The normal method for connecting to the payment services web channel is via the internet. To
access the payment services web channel over the internet, you should be connected to the
internet and then go to the payment services web address (URL). When you receive your
welcome email from BACS payment services, this will provide you with the web address (URL)
that you should use.

Extranet

If required, you can connect to the payment services web channel via the extranet. Voca offers
a fixed extranet, DSL connection, Broadband Direct and a dial-up extranet.

Fixed extranet, DSL Connect and Broadband Direct

If you would like more information about connecting to Voca over a fixed extranet, DSL
Connect or Broadband Direct connection visit:

www.voca.co.uk/connectivity

Dial-up extranet

Although connecting to the payment services web channel is normally done over the internet,
it can also be done via the dial-up extranet facility.

When connecting to the dial-up extranet one of two numbers! is dialled:

» 0870 241 6764
» 0870 163 6300.

An extranet ID and password are also required for connecting to the web channel via the
dial-up extranet. An extranet ID and password can be used to connect to payment services by
up to 10 different contacts at the same time. That is, up to 10 computers can be connected to
the dial-up extranet at the same time using the same extranet ID and password.

1 These numbers are subject to change. Your system should allow for these numbers to be altered when
necessary.

BAcs payment services — Contact’s guide version 1.10



Section 5 Connection methods

If you have the use of more than one extranet ID and password you can use any of them to
connect. However, the maximum number of concurrent connections with the same extranet
ID and password is still 10. If 10 contacts are connected to the dial-up extranet using the same
extranet ID and password, you will not be able to connect. There is no check made between
the person logging on and the extranet ID that has been used to establish the dial-up

connection.

If you require more information about how to go about utilising the dial-up extranet contact the
service desk or your sponsor, if you have one.

version 1.10 BACs payment services — Contact’s guide | 17
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Part Il Payment services web channel

Payment services web channel — Features and tools

The following sections provide an overview of how you can navigate around the web channel
and the features and tools you will use when carrying out activities on the web channel.

Note: Fields shown on a page on the payment services web channel that are marked
with an asterisk (*) are compulsory. You must complete these fields to successfully
carry out the activity.

Navigating payment services

Navigating payment services is much the same as other websites, with buttons and hyperlinks
providing access to different areas and screens.

Most screens have on-screen navigation buttons that should be used for going “back” and for
cancelling actions. You must not use the browser’'s own buttons when logged on to the web
channel as some pages may not load correctly. For example, do not use the browser’s back,
forward, refresh or home buttons.

System notices

System notices are used to provide you with service and operational information. If a system
notice has been marked as urgent, it will appear on the payment services homepage; to view
it, just click on the title and the View system notice screen loads, showing you the full system
notice. For a printer friendly view, click collect; the notice will open in a new window.

In some cases, a PDF may be attached to the system notice. To view this, on the View system
notice screen, click on the file name; the PDF will open in another window. You will need
Acrobat Reader to view this.

Where a system notice is not marked as urgent, to be able to view it, select System notices
from the menu, then click Collect system notices. Under Search by details, click find (you can
enter search criteria if you want to limit your search). A list of available system notices is
displayed. To view one, click on the sequence number and the View system notice screen
loads.

BAcs payment services — Contact’s guide version 1.10
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6.4

Section 6 Payment services web channel — Features and tools

Online help

There is help available on the web channel. To access the help information available, click the
Help button on the top right hand corner of the page. The help information should be used in
conjunction with any other documentation you have received.

Clicking the Help button will open a new window, in which the help information will be
displayed. Along with any help information, there will be a link to the help main menu. From
the help main menu you can browse to help information for other pages.

Areas of the web channel screen

All web channel screens have some areas that are the same or similar. The following figure
shows a typical web channel screen, highlighting the key areas that are the same or similar
across all screens. The names of these ares, and details of their functions, are provided in the
table that follows.

version 1.10 BACs payment services — Contact’s guide
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Part Il Payment services web channel

Payment services

\Contact search # Where am| 7

7

» A
Home 7 Help )
S Contact search
Cortact maintenance
Service users @ Search by 1D
Submizsions Contact I
Processing reports 5
Reports pFD)
Submizsion activities
Log off
|3\ Search by name
%, John First name: I
Smith
i logged on Last name: |
D Find )
a Top )

2004 BACS Limited - Al rights reserved

Area Name

1
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Menu
Contact
identification

“Where am 1?” bar

Section block

Action buttons

Top button

Function

Selecting a menu option takes you to that area of
the web channel.

Shows the first name and surname of the contact
who is logged on.

Shows where in the web channel you are at that
moment.

The area of the screen where you can action
something or view/confirm information. Some
screens have several section blocks.

There are a variety of different buttons on the
web channel. The icon and the wording illustrates
what each button does. To carry out the function
a button provides, click the cursor on the button.

Takes you to the top of the screen you are on. If
you are at the bottom of a long screen you can
click this button to take you back to the top.

BAcs payment services — Contact’s guide

Figure 2: The areas of a web channel screen
When seen
Same on all pages.
Same on all pages.
Differs on each page to
reflect where you are.
Different blocks appear

on different pages.

Different buttons appear
on different pages.

Same on all pages.
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6.5

Section 6 Payment services web channel — Features and tools

Selection methods

The web channel uses standard selection methods for choosing options, dates etc. The

following table details the different selection methods you will come across on the web

channel and how to use them.

What you can

Type and example select

Radio button One option only.

Live &  Test

Check box
Arrival Report v

Live Input Repart W

Test Input Report [

Drop down list

|2EIEIE "I

One option only.

Pick list

Arrival Report
Live Input Report
Withdraweal Report
ARUCE

ARUDD

Test Input Report

Action button

v OK )

Used to perform a
function.

version 1.10

One or more options.

One or more options.

How to use the selection method

To select, click in the circle next to the option you want (in
the example “Live” is selected). To select a different option,
click in the circle next to the new option you want. This will
deselect the original option.

The selected option(s) is shown as a box with a tick. In the
example, “Arrival Report” and “Live Input Report” are
selected.

To select options, click in the box next to the options
required. Ticks will appear in all boxes you click in. To
deselect an option click in the box again. This will remove
the tick.

The selected option is shown in the box next to the drop
down list. In the example “2002" has been selected.

To select an option click on the arrow on the right side of
the box. A list of options appears. Move the cursor until the
option you want is highlighted and click it. The option you
selected will be displayed in the box. To select a different
option, repeat the above steps.

Selected options are highlighted. In the example, “Arrival
Report”, “Withdrawal Report” and “Test Input Report” are
selected.

To select, click on the option. This will highlight it.

To select a different option, click on it. This will highlight the
new option and deselect all other options.

To select more than one option, hold down the “Ctrl” key on
your keyboard which clicking each of the options you want.
Clicking on a highlighted option will deselect it (hold down
the “Ctrl” key to keep the other options selected).

To select a group of options, hold down the “Shift” key on
your keyboard and click on the first and the last options
from the group that you want. This will highlight the two you
clicked and all options in between. Alternatively, to select
several options together, click on the first option you want
and, while holding down the mouse button, drag the cursor
down the list until all the options you want are highlighted.

To carry out an action, click on the button. Many buttons
have additional information about the functioning of the
button which can be viewed by hovering the cursor over the
button. If additional information is available, a box of text
will appear.

BAcs payment services — Contact’s guide
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Part Il Payment services web channel

Find functionality

A number of activities on the web channel require a “find” to be done to look for the required
information. Search types that are used on the web channel include:

* Name searches (hame, first name or surname)

« |D searches.

These search types use different searching methods. The different search methods are “full
text” and “part text” searches.

Full text search

A “full text” search means that you enter all the characters that you are searching for. For
example, if you are looking for a contact whose contact ID is smith123456 you would type
each character of the contact ID into the find box.

Part text search

A “part text” search means that you can enter just some of the characters you are searching
for. For example, if you are looking for someone whose surname is Smith you could type Smi
or just S into the find box. The only constraint is that you must start your part text with the first
character — you could not search by typing mith to find Smith.

Only some search types can use part text. The following table illustrates which search types
can be done using part text searching, and provides additional notes on each search type.

Full text Part text
Search type . . Notes
searching | searching

Name search v v Not case sensitive.

First name search You can search for the first name, surname or both.

Surname search Not case sensitive.

Organisation ID Case sensitive.

SERNERNIRN
EIERNIRN

Contact ID Not case sensitive.

BAcs payment services — Contact’s guide version 1.10




6.7

Section 6 Payment services web channel — Features and tools

Request messages, commands and error messages
On the web channel, red text will sometimes appear above section blocks. This text may be:
» A request message; or

* A command; or

* An error message.

The text will provide you with an instruction on how to complete the screen you are on, or
explain why your last request was not successful, or advise you of the action you have
completed.

version 1.10 BACs payment services — Contact’s guide
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Part Ill
Security overview

Overview

Access to payment services is controlled with high levels of security. To access payment
services as a registered contact, you must identify yourself and pass security checks. There
are two security methods that can be used to access the payment services web channel:

« Public key infrastructure (PKI)
« Contact ID and password (alternative security method — ASM).

As a contact, you must have at least one of these security methods. Fewer privileges can be
given to contacts who only have a contact ID and password. If you have both security methods
(PKI and ASM) you may not be able carry out all the functions you have been set up to carry
out if you access the payment services using your contact ID and password.

When you carry out actions on the payment services web channel you will have to authorise
the actions. For details on how to confirm actions see section 9.4, page 40. You must confirm
actions using the same security method that you used to log on to the web channel.

Note: When using PKI to log on to the web channel, this guide assumes these PKI
credentials are on a smartcard. It is not expected that contacts will log on to the web
channel using an HSM. For information about HSMs please contact your solution supplier.




Part Il Security overview

Part IV provides information about PKI security and some fundamental PKI procedures. Part
V provides information about ASM security and some fundamental ASM procedures. The
information in these parts includes how the security methods work, what the different methods
are used for and what you will receive if you are set up for that method.

26 | BACS payment services — Contact's guide version 1.10



Part |V
Security information & procedures — PKI

8 Security information: PKI

8.1 What are PKI credentials?

PKI uses digital keys and digital certificates to provide security for electronic communications
and data transfers. This security provides authenticity and integrity.

A contact’s PKI credentials are made up of their digital keys and their digital certificate. These
PKI credentials are issued (directly or indirectly) by a certification authority.

The following introduces some of the common terms you will hear in relation to PKI security:



8.2

Part IV Security information & procedures — PKI

Term

Certification
authority (CA)

Digital keys

Digital certificate

Distinguished
name (DN)

Definition

A trusted third party that issues and manages digital keys and certificates. During
secure communications, the CA associated with a contact’s digital certificate is
contacted to confirm if the name given on the digital certificate is the one that is
associated with the public key on the certificate.

A contact has two sets of digital keys: a private key and a public key. A contact’s private
key is only known to the contact. A contact’s public key can be known by anyone.

A “document” that contains, among other things, a copy of the contact’s public key,
details of the contact’s name, the contact's assigned “distinguished name” and the
expiry details of the certificate. The certificate is signed by the certification authority’s
own private key as proof that the contact’s digital certificate is genuine.

A unigue piece of information allocated to a contact, partly based on their name, which
is held on the contact’s digital certificate. This information is recorded by BAcs for all
registered PKI credentials.

In this guide, “PKI" is used to refer to all aspects of a contact’s PKI credentials required to carry

out the security processes described in Part V.

Storage of PKI credentials

A contact’'s PKI credentials are normally issued and held on a smartcard. The following

diagram provides an overview of a smartcard and how a contact’s PKI credentials are held on

it.

-

Smartcard

Chip

Holds the contact’s PKI
credentials:

Digital certificate

/ Holds, among other things:

e Contact’s digital certificate

'
— ] °

Ej e Contact’s private key i

Contact’s name

e Contact’s distinguished name

o Certificate’s expiry date

e Copy of the contact’s public key 11-'3

All of which are signed by:
e Certificate authority’s private key &=

e Contact’s public key

/ 0

28 |

Figure 3: A stylised diagram of a smartcard and PKI credentials

PKI credentials can also be held on a hardware security module (HSM). An HSM is used by

companies who require a high volume of automated digital signing and verification.
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Using PKI with payment services

What PKI is used for

You can use your PKI credentials to do the following:

« Log on to the payment services web channel
« Confirm actions you have carried out on the payment services web channel.

You will also be able to use your credentials to perform specific activities you have been given
the privilege group(s) to do for the payment services and functions you can use.

If you have PKI credentials, you are obliged to use them when invited to do so by the payment
services web channel.

What you need

If you have a PKI credentials stored on a smartcard, you will need the following to use your
credentials to create digital signatures and authenticate yourself when using payment
services:

* Smartcard reader
« Signing and decryption software

* PIN (personal identification number)l.

Your PIN is used to control the security of your smartcard, and your PKI credentials stored on
it. Your PIN is specific to your smartcard and is issued when your smartcard is issued to you.
The PIN (which may contain alpha characters as well as numbers) must be entered each time
you use your smartcard to digitally sign data.

Similar security measures exist for the operation of HSMs. However, once activated, the
signing and decryption are generally fully automated and do not require further human
intervention until the HSM is shut down.

1 Some signing software refers to Pins as a “passphrase”.
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How PKI security works with payment services

If you have PKI credentials on a smartcard, you can use these for logging on to payment
services and authorising actions on the web channel. The following describes how PKI
security works with payment services.

Logging on

To authenticate you as a contact, when you log on to payment services with your PKI
credentials, the BACS payment services system will send you a string of random text. Your
signing software will load on your computer and will display this string of random text.

To authenticate yourself, you will have to “digitally sign” the random string of text. To do this,
you must insert your smartcard into your smartcard reader attached to the computer and enter
your PIN into the software. Your software will then “digitally sign” the string of text by
processing the data using your private key. This produces a digital signature. The digital
signature is then sent back to the BACS payment services system along with a copy of your
digital certificate.

If the BACS payment services system is unable to validate your digital signature, the system
will reject the data and terminate the action. This may be because:

» The data may have been altered since being digitally signed, either intentionally or
accidentally; or

» The private key used to create the digital signature does not match the public key
contained within the copy of your digital certificate that was appended to the data; or

» The BACS payment services system was not able to verify with the certification authority
that your digital certificate is still valid (ie that it has not been revoked or is unknown)
and that there is a valid link to the root certification authority (the highest level of trust
within the PKI scheme).

The following diagram gives an overview of the processes involved in logging on to payment
services with PKI security. A similar process is carried out when confirming an action on the
payment services web channel, except the text to be digitally signed details the nature of the
action being confirmed.
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_

/ Contact

request
Contact’'s computer sends an electronic request to log on to

BAcCs payment \
services system

BACS payment services web channel.

Vs

return text

I The system generates a random string of text and sends
this to the contact to sign

button and enters their PIN.

The software uses the contact’s private key to sign the text.
The software appends a copy of the contact’s digital
certificate to the signed text and sends this all back to the
BACS payment services system.

sign text ~
The random text is displayed to the contact for signing.
With the smartcard in the reader, the contact clicks the sign

N verify identity

The system uses the information held on the digital

certificate appended to the signed text to check the
signature and verify the identity of the contact.

If successful, the system logs the contact on and returns a
confirmation to the contact’s software.

complete
If successful, the contact is now logged on and can now

K perform further actions the web channel. / &h’wt and terminates the communication with the cont)t.

If unsuccessful, the system returns a failure notice to the

Figure 4: An overview of PKI security processes for logging on to BACs payment services

Confirming an action

To confirm an action on the payment services web channel using your PKI credentials, you
will have to carry out a similar process as that described for logging on. However, instead of
the BACS payment services system sending you a string of random text, the system will send
you data that relates to the information you are confirming you want processed. It is this data
that you will digitally sign to confirm the action.

version 1.10 BACs payment services — Contact’s guide

|31



9.1

9.2

9.2.1

32|

Part IV Security information & procedures — PKI

Security procedures: PKI

Overview

PKI credentials stored on a smartcard can be used to access payment services. Before you
can use your smartcard it must be activated. The following sections detail how to activate your
smartcard for use with payment services, and then how to use your smartcard to log on to the
payment services web channel and perform activities and functions on the web channel.

What you will need

Before you can start using PKI security to access payment services, you will need to wait until
you have the following:

* Your smartcard

» A smartcard reader

« Signing and decryption software
* Your PIN.

How you receive your PIN with vary depending on your card supplier. Your card supplier may
be your sponsor, if you have a sponsor. Your PIN may arrive before your smartcard (or vice
versa). You must ensure that you keep both securely and separately until you are ready to get
started.

Smartcard activation

Overview

Before you can use your PKI credentials on your smartcard to carry out any function, there are
certain activation activities that need to be carried out. The following list details the activities
that must be carried out before you can use your smartcard for the first time:

* Smartcard initialisation
* DN registration
» System checks

« Welcome email and first log on.

The following flow diagram provides an overview of these activation activities.
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Initialisation
Your smartcard must be initialised before you can use it.

If your smartcard is
already initialised when
you receive it...

If you have to initialise your
smartcard (your card
issuer will advise you)...

Follow the instructions

No action required. provided by your card issuer.
Go to “DN reqistration”. Once initialised go to
“DN registration”.

DN registration

Your DN must be registered and held by the BACS system
before you can use your smartcard.

If your DN has been i
manually entered by If you have to register your
your card issuer... DN (distinguished name)...
No action required. You w{l/ receive a registration
Your status will be “manual” emazll foBaCSbayment
5 services. Follow the DN
(see section 11). . . .
registration process in 9.2.3.
¢ J
( System checks h
Ad(ditional system checks
are carried out. If
successful, your status will
& be set to “active”. Vi
4 Welcome email h ( Welcome email h
You will receive a welcome You will receive a welcome
email from BACS payment email from BACS payment
services with the URL for services with the URL for
\___accessing the web channel. ) \___accessing the web channel. )
( First log on h ( First log on h
Fo”%‘;:’;g procedure for the Follow the procedure for the
gon, 9.2.5. If :
successful, this will set your first log on, 9.2.5.
_ status to “active”. Y _ Y

Smartcard activation complete

You will receive a welcome email when your smartcard is
ready for use with BACS payment services.

Figure 5: Overview of the smartcard activation process

The above diagram is an overview, and exact processes may differ depending on the
smartcard issuer. For specific details of the actions you must carry out, please refer to any
instructions you have received from your card issuer.

You can find more information about each of these activities in the following sections. If you
are issued with a replacement smartcard you must check with your card supplier which of
these activities you will need to carry out.
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Smartcard initialisation

A smartcard must be initialised before it can be used. Your card supplier may provide you with
a smartcard that has already been initialised. If not, you may have to carry out an initialisation
procedure. Your card supplier will advise you as to whether you need to initialise your
smartcard, and if you do will provide you with details of the initialisation process.

DN registration

Before you can use your initialised smartcard, the DN or “distinguished name” on your digital
certificate must be registered with and stored on the system.

Your DN can be registered with on the system, or by an automatic process. The following
sections explain each of these.

Manual registration

Your card supplier may register your DN manually on the system. This means that you will not
have to carry out the automated registration process described below. If your card supplier
does register your DN manually, you will have a PKI status of “manual”. For more information
on statuses see section 11, page 42.

Your card supplier should inform you whether your DN has been registered manually, or
whether you have to carry out the automated registration process. However, if you receive an
email from BACs payment services with a subject of “BACS Payment Services — Registering
your smartcard” you will have to carry out the automated registration process. If you do not
receive this email, but do receive a “Welcome to BACS payment services” email your DN has
been manually registered and you can go straight to section 9.2.5, page 37.

Note: All DNs for PKI credentials held on HSMs will be manually registered.

Automated registration process

You may need to carry out the automated registration process to register your DN on the
system. Your card supplier should inform you whether you need to carry out this registration
process. However, if you receive an email from BACS payment services with a subject of “BAcs
Payment Services — Registering your smartcard” you will have to carry out this automated
registration process. If you do not receive this email, but do receive a “Welcome to BACs
Payment Services” email your DN has been manually registered (see above) and you can go
straight to section 9.2.5, page 37.

If you need to carry out the automated registration process, your “BACS Payment Services —
Registering your smartcard” email will contain a unique URL (web address). These
instructions should be used in conjunction with the following procedure.
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Your registration email should be on, or easily transferred to, the computer that you will use
to access the payment services web channel. If this cannot be done, you can find instructions
in the following procedure on how to copy the URL from the email to the computer that will be
used to access the web channel.

If you accidentally delete your registration email you can have it resent. To organise having it
resent, contact a PSC who can maintain your details, your sponsor, if you have one, or the
service desk.

Note: Do not attempt to carry out the following procedure if you do not have the following:

« Your registration email with registration URL
* Your initialised smartcard
e Your PIN

» A smartcard reader and associated signing software on the computer that you will use
to access the web channel.

To register your DN

You must have your registration email, your initialised smartcard and your PIN.

Establish a connection to the internet (or extranet).

Connect to the internet, or the extranet if this will be used to access the web channel.

Go to your registration URL.

Open the email “BACs Payment Services — Registering your smartcard” and click on the URL
(web address). Your web browser will open and the Digital certificate registration screen will
load.

Alternatively, copy the registration URL from the email, open a web browser and paste the
URL into the address bar. Press the Enter/Return key on your keyboard.

If your registration email is on a different computer, than that used to access the web channel,
and it cannot easily be transferred, copy the URL from the email and paste it into a Microsoft
Word, Notepad or other document and save it to a disk. Open this document on the computer
that will be used to access the web channel. Copy the URL from the document and paste it
into your web browsers address bar. Press the Enter/Return key on your keyboard.
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To register your DN (continued)

Confirm your name.

The Digital certificate registration screen displays the contact name associated with the URL.
If this is your name, click confirm.

If this is not your name, check that you have used the correct email. If you are using the
correct email and your name is incorrect, contact a PSC who can maintain your details. The
PSC should check your details on the web channel.

Signing software opens. Insert your smartcard and sign the random text.

Your signing software will automatically open. Insert your smartcard into your reader.

A random string of text will be displayed in the signing software window. To authenticate
yourself, you must digitally sign this string of text. To do this, click the sign or sign and submit
button on your signing software. You will need to enter your PIN.

A screen loads stating that you have successfully registered your digital certificate.

If the registration process was successful, a screen loads informing you. You can now close
your browser.

Note: Although your registration process may have been completed successfully,
system checks need to be carried out. You must now wait until those checks are
complete and you have received your welcome email before you use your smartcard for
anything.

System checks

Once your DN is registered on the system, additional system checks are carried out. If your
DN was manually registered you will still have a status of “manual” after successful completion
of system checks. If you registered your DN through the automatic process, your status will
become “active” if system checks are successful.

When the system checks have been successfully completed, you will receive a welcome email
from BACS payment services.
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Welcome email and first log on

When the system checks have been successfully completed, you will receive your “Welcome
to BACs payment services” email. Your welcome email contains the web address you must
use for accessing the web channel with your smartcard.

You can now carry out the procedure for logging on to the web channel for the first time. If your
DN was manually registered (you have received your welcome email and have not had to
carry out the automatic registration procedure) carrying out the first log on procedure
successfully will change your status from “manual” to”active”.

First log on

You must carry out the following procedure, once your welcome email arrives, before you use
your smartcard for anything else. The following procedure details how to log on for the first
time, and how to create a shortcut to BACS payment services for ease of logging on in the
future.

To log on for the first time with PKI
You must have your welcome email, your initialised/registered smartcard and your PIN.

Establish a connection to the internet (or Voca extranet).

Connect to the internet, or the Voca extranet if this will be used to access the web channel.

Go to your welcome URL.

Open the email “Welcome to BACS payment services” and click on the URL (web address).
Your web browser will open and the Log on screen will load.

Alternatively, copy the welcome URL from the email, open a web browser and paste the URL
into the address bar. Press the Enter/Return key on your keyboard.

If your email is on a different computer, than that used to access the web channel, and it
cannot easily be transferred, you can write the URL down and type it into your web browser’s
address bar. Press the Enter/Return key on your keyboard.
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To log on for the first time with PKI (continued)

3 | Create a shortcut to the web address.
When the Log on screen loads, and your signing software opens, click your mouse on the
web browser window. This will ensure that it is the web browser window that is active, and
not the signing software. The signing software will stay open in front of the web browser, but
will be the inactive window.

Press Ctrl + D. This will create a shortcut to BACS payment services that can be accessed
through the Favourites menu of Internet Explorer and the Bookmarks menu of Netscape
Navigator.

4 | Sign the random text.

Click your mouse on the signing software window to make it the active window. Your signing
software will present you with a random string of text to sign that will authenticate you to the
web channel. Sign the text by doing the following:

* Insert your smartcard into your reader (if it is not already inserted)
« Click the sign or sign and submit button on your signing software
* Enter your PIN.

5| BAcs payment services web channel homepage loads.

If the authentication process was successful, the web channel homepage will load into your
browser, and your name will appear in the contact identification area of the page (see
section 6.4, page 19 for details of the screen areas).

You can now carry out activities on the web channel, and your smartcard is now ready to use
for all the activities and functions you have been given the privileges to do.
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Logging on

After you have completed the first log on procedure (First log on, page 37) you can use your
smartcard to log on to the payment services web channel and perform the functions you have
been given the privileges to do. The following section describes how to log on to the web
channel using your PKI credentials which involves authenticating yourself to the web channel.

To log on to the web channel with PKI (after first log on)

You must have carried out the first log on procedure for PKI.

Establish a connection to the internet (or Voca extranet).

Connect to the internet, or the Voca extranet if this will be used to access the web channel.

Open your web browser.

If you already have a browser open, you should close it and open a new browser window.

Go to your BACs payment services web channel shortcut.

If your browser is Internet Explorer, click on the Favourites menu and choose BACS payment
services from the drop down list.

If your browser is Netscape Navigator, click on the Bookmarks menu and choose BACS
payment services from the drop down list.

The Log on screen will load.

Sign the random text.

Your signing software will present you with a random string of text to sign that will
authenticate you to the web channel. Sign the text by doing the following:

* Insert your smartcard into your reader (if it is not already inserted)
« Click the sign or sign and submit button on your signing software

* Enter your PIN.

BAcCs payment services web channel homepage loads.

If the authentication process was successful, the web channel homepage will load into your
browser, and your name will appear in the contact identification area of the page (see
section 6.4, page 19 for details of the screen areas).

Note: If you log on to the web channel and you do not perform any activity on the web

channel (the session is idle) for 10 minutes, the session will time out. You will have to

reauthenticate yourself before you can perform any more activities on the web channel. To
reauthenticate yourself, carry out the log on procedure from step 4 onwards.
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Actioning changes

When you change or add/delete information on the web channel, you will be asked to confirm
that you wish to make the change(s). You must confirm the changes using the security method
you logged on to the web channel with. The following procedure details how to confirm
changes using your PKI credentials. For information on how to confirm changes using your
contact ID and password, see section 14.4, page 58.

To action changes using PKI credentials

You must have logged on using your PKI credentials and made changes on the web channel.

Review a summary of your changes and accept them.

A Summary screen is displayed detailing the changes you are making. If the summary is
correct, click confirm to start the process of actioning the changes.

Authorise the changes by signing the text displayed.

A confirmation screen will be displayed where you authorise the changes by entering your
security credentials. If you logged on to the web channel with your PKI credentials, and are
therefore authorising the changes with your PKI credentials, your signing software will load,
displaying text detailing the change(s) you are going to make. Enter your PIN to sign the text.
You will “digitally sign” the text displayed, and hence sign the change(s) you are making.

If the changes were made successfully, a Success screen will load. In some circumstances,
eg your browser crashing, you may not see the success screen. Should this occur, you
should check whether the changes you input have been applied.

If at any point, before signing the text, you decide you do not want to make the change(s) click
the cancel or back action buttons on the screen. Depending on the stage you are at you may
be taken to:

* A screen asking “Are you sure” you want to cancel the activity
- Click yes to lose any changes that have not been confirmed, or
- Click no to go back to confirm the changes or to make further changes.
» A maintenance screen where you can
- Make further changes, or
- Click cancel to be taken to the cancel activity screen (see first bullet point).

Note: Following many changes actioned on the payment services web channel, email

notifications are sent by BAcs payment services to the PSCs associated with the
contact making the changes. The email notifications detail what was changed, who made
the change(s) etc.
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Protecting your smartcard and PIN

As your PIN is not known to anyone other that yourself, if you forget your PIN you will need to
contact your card supplier as your smartcard may need to be replaced.

Some smartcards will allow you to change your PIN, others will only allow you to change it the
first time you use it, others will not allow you to change it at all. If you would like to change your
PIN you should read the documentation that accompanied your signing software.

Note: Contact your card issuer immediately if you have any smartcard problems.

e Do NOT write your PIN down.

« If you think your PIN has been compromised, contact your card supplier immediately. Do
not use your smartcard until your card supplier has advised you of what action to take.
« If you lose your smartcard you must contact your card issuer immediately.
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11 PKI statuses

If you have been set up for PKI security, you will have a PKI security status. To use your

smartcard, you will need to have a PKI status of “Active”. There are other possible statuses

that you could have. The following table details the possible statuses that you may have for

your PKI security, and what it means if you have that status.

Status
Not set

Active

PKI pending

Suspended

Suspended - Pending

Manual

Review

What it means
You have not been set up to have PKI credentials for accessing payment services.

You can use your PKI credentials for everything you have been set up to do. If you are set up to use the
BAcs electronic funds transfer service, you must have a status of active before you can sign payment
files or submissions.

You have not yet registered your DN. For details of how to register your DN see section 9.2.3, page 34.

You cannot log on or perform any action using your PKI credentials.

The status of “Suspended” may have been automatically generated by the BACS payment services
system following an incident (eg you have logged on to BACS payment services but your digital certificate
has been revoked).

The status of “Suspended” may have been set by your card issuer, your sponsor (if you have one), Voca
or a PSC who can amend your details, through the process of suspending a contact.

If you also have a contact ID and password, providing your ASM status is “active”, you can continue to
carry out everything you have been set up to do using your contact ID and password, providing it is not a
PKI only activity.

If you only have PKI security, or if you ASM status is also “Suspended”, you will no longer receive any
notification emails.

As for “Suspended”, you cannot log on or perform any action using your PKI credentials.

You were in a state of “PKI pending” before you were suspended, and, if you are reinstated, your status
will revert to “Pending”.

If you also have a contact ID and password, providing your ASM status is “active”, you can continue to
carry out everything you have been set up to do using your contact ID and password, providing it is not a
PKI only activity.

If you only have PKI security, or if your ASM status is also “Suspended”, you will no longer receive any
notification emails.

Your DN has been manually registered on the system. Your status will automatically change to “Active”
the first time you log on the BACS payment services using your PKI credentials, providing the DN on your
smartcard matches the DN held by on the system.

You have registered your DN and your sponsor (if you have one) is going to review your DN. Providing
the DN registration process was successful, your sponsor will set your status to “Active”.
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Issues with your PKI security

This section details the possible issues you may experience with your PKI security, and

actions you can take to overcome them.

Issue and description

Action

DN registration issues

Email deleted/cannot be accessed

You have deleted/cannot access your email
with your unique URL for DN registration,
and have not registered your DN.

You will need to arrange to have the email resent. To do this, in the first
instance you should inform a PSC who can maintain your details. If a PSC
cannot maintain your details, contact your sponsor if you have one or the
service desk.

Email on a different computer

You cannot access your email, with your
unique URL for DN registration, on the
computer that you are going to use to
access the web channel.

It is recommended that the emalil is available on the same computer as the one
you will use to access the web channel (which must have a smartcard reader
and related software installed). If this is not possible:

* Copy the URL from the email and paste it into a document (eg Microsoft
Word, Notepad).

» Save the document containing the URL to a disk.

* Open the document on the computer with the web channel access.

« Copy the URL from the document and paste it into your web browser.
* Press Enter/Return key on your keyboard to go to the link.

URL does not work

You web browser returns an error saying
the page cannot be found when you try use
your unique URL for registering your DN.

You should ensure that you are properly connected to the internet (or Voca
extranet, if this is used). If the URL has been copied, or cut and pasted, ensure
the correct URL is in the address bar or your browser. If this URL still does not
work, contact the Voca service desk.

Name displayed is not correct

After going to your unique URL, the name
displayed on the first page is not yours.

You should check you are using the correct email (and correct URL). If you are,
in the first instance contact a PSC who can maintain your details. If a PSC
cannot maintain your details, contact your sponsor if you have one or the
service desk. They must ensure your name and email address are correct on
the web channel. If they are, they should contact the service desk.

Technical error

During DN registration, the web channel
returns a “technical error”.

You should reattempt the action using the same URL.

“Try again later” message

During DN registration, the web channel
returns a “try again later” message.

You should reattempt the action using the same URL.

Failure message

You attempt to register your DN. The web
channel returns a “Digital certificate —
registration failure” message.

You should reattempt the action using the same URL. If it still does not work,
you should contact a PSC who can maintain your details. If a PSC cannot
maintain your details, contact your sponsor if you have one or the service desk.
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Issue and description

Action

First log on issues

Failure message
You attempt to log on for the first time and

the web channel returns a failure message.

You should reattempt the action. If it still does not work, you should contact a
PSC who can maintain your details. If a PSC cannot maintain your details,
contact your sponsor, if you have one, or the service desk.

No welcome email
Your welcome email has not arrived.

Contact a PSC who can maintain your details. If a PSC cannot maintain your
details, contact your sponsor, if you have one, or the service desk.

Smartcard and/or PIN issues

PiNn forgotten
You have forgotten your PIN.

You must inform your card issuer immediately.

Incorrect PIN entered

You have entered an incorrect PIN. Your
signing software has returned an error
saying the PIN was incorrectly entered.

You must enter your PIN again.

Incorrect PIN entered repeatedly

You have entered the wrong PIN
consecutively and the card has become
locked. Your signing software returned a
message saying a PIN had been entered
incorrectly, but there may not have been a
message saying the card is locked.

You must inform your card issuer immediately. You may have to be issued with
a replacement card and/or PIN. You may have to be reinstated over the web
channel (your PKI status may be “Suspended” or “Suspended — pending”)
before you can use your new smartcard/PIN.

Note: The number of times the PIN needs to be entered incorrectly before the
card is locked depends on the card issuer.

Card lost
You have lost your smartcard.

You must inform your card issuer immediately. You will then be suspended for
PKI until your new smartcard is available.

Card cannot be read

Your smartcard cannot be read. This may
be due to damage.

Try to identify any equipment problem by trying the card on another computer, if
one is available. If the card still does not work, you must inform your card issuer
immediately. You will be issued with a new smartcard.

Other smartcard issues

New smartcard with new DN

You have been issued with a new
smartcard with a new DN.

You may have to register your new DN. If you do, you will receive an email
containing a new unique URL to carry out the registration process. If you do not
receive your email, contact a PSC who can maintain your details. If a PSC
cannot maintain your details contact your sponsor, if you have one, or the
service desk. If you need to initialise the smartcard, your card issuer will give
you the details.

New smartcard
You have been issued a new smartcard.

You will not have to carry out the DN registration process if your DN has not
changed. If you were suspended for PKI, your will have to be reinstated for PKI.
If you need to initialise the smartcard, your card issuer will give you the details.

Digital certificate expired

You attempt to log on and the web channel
returns a failure message.

You should contact your card issuer. You will be issued with a new smartcard.
Your card issuer will advise you whether you have to initialise your smartcard,
and whether your new smartcard has a new DN.
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Issue and description

Action

Suspended for PKI security

You have been suspended automatically
for PKI. This can occur for a number of
reasons, eg digital certificate invalid, digital
certificate expired etc.

You will need to be reinstated for PKI by a PSC who can maintain your details.
If a PSC cannot maintain your details, contact your sponsor, if you have one, or

the service desk. Any other issues must be resolved before you can log on
again with your smartcard.

All other issues

You should contact your card issuer, a PSC who can maintain your details, your

sponsor (if you have one) or the BACS service desk.
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13

13.1

13.2

13.21

Security information: ASM

What is ASM security?

The “alternative security method” (ASM) uses a contact ID and password to provide security
for electronic communications and data transfers. The contact ID and password are issued by
payment services, and the password is then changed by the contact to one of their choice.

In this guide, “ASM” is used to refer to a contact using their contact ID and password to carry
out the security processes described in this guide.

Using a contact ID and password with payment services
What ASM is used for
You can use your contact ID and password to do the following:

« Log on to the payment services web channel

« Authorise actions you have carried out on the BACS payment services web channel.

You will also be able to use your contact ID and password to perform specific activities you
have been given the privilege(s) to do for the payment services and functions you can use.
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13.2.2 What you need

If you have a been registered for ASM, you will need the following to use payment services:

e Contact ID

* Password.

To obtain your contact ID and password, you will need the following:

« A piece of security information, eg Smith
* A hint to your security information, eg Mother’'s maiden name

* Unique URL (web address) in an email from BACS payment services.

13.2.3 How ASM security works with payment services

If you have a contact ID and password, you can use these for logging on to BACS payment
services and confirming actions on the web channel.

Logging on

To authenticate you as a contact, when you log on to the payment services web channel with
your contact ID and password, you must enter your contact ID and password in the required
fields. If the password you have entered is correct for that contact ID you will be logged on to
the web channel.

Confirming an action

To confirm an action on the payment services web channel using your contact ID and
password, you will have to carry out the same process as that described for logging on.
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Section 14 Security procedures: ASM

Security procedures: ASM

Overview

Before you can use ASM to log on to the payment services web channel you will need to
retrieve your contact ID and password. This is done using the web channel. The following
sections detail how to retrieve your contact ID and password, and then how to log on the
payment services web channel and perform activities and functions on the web channel.

Contact ID and password activation activities

Overview

Before you can use ASM to access payment services you must carry out the following
activities:

* Retrieve your contact ID and temporary password, using your unique web address
* Log on for the first time

» Change your password.

The following diagram provides an overview of these activities.
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Retrieval email
You will receive an email from payment services.

Go to the retrieval URL in the

email and the contact ID and

password retrieval screen will
load.

Identity confirmation

You must confirm that you are the individual named on the
screen.

If you are not the named

If you are the the named
individual...

individual...

Cancel the activity and check

Confirm you are.
the email you received.

- J

v

Security information A
Enter your security
information. You can
request a hint to be emailed
L to you if required. Y

4 Temporary password h
Your temporary password
will be displayed and you

should keep this safe.

v

Welcome email h
You will receive a welcome
email from BACS payment
services with the URL for
\___accessing the web channel. )

v

First log on h

~

~

Follow the procedure for the
first log on, 14.2.3.

e

[ ASM activation complete r

Figure 6: Overview of the ASM retrieval process

You can find more information about each of these activities in the following sections.
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When you are set up with ASM security, to access payment services, a piece of security
information and a hint for that information is registered for you. This could be for example:

Security information  Smith

Hint Mother’s maiden name

When you retrieve your contact ID and temporary password you will need to enter your
security information. This information is not case sensitive. If you cannot remember your
security information, you can request to have the hint emailed to you before you try to retrieve
your ASM details again.

Once you have carried out the above activities you can use your contact ID and password to
access BAcs payment services. If you wish to change your password you can do this over the
web channel. For details on how to change your password see section 14.5.1, page 59.

If your password is ever reset by someone, which is different from you changing your
password, you will receive a new retrieval email. You will have to use this to retrieve your new
password, but your contact ID will remain the same. If your password is reset you will have to
carry out all of the activation activities as described in the following sections.

version 1.10 BACs payment services — Contact’s guide

| 51



14.2.2

52|

Part V Security information & procedures — ASM

Contact ID and password retrieval

To use ASM to access payment services, you must first retrieve your contact ID and a
temporary password. To retrieve your contact ID and password you will receive an email from
BACs payment services with a subject of “BACS Payment Services — Your contact ID and
password”. This email will contain a unique URL (web address).

Your ASM retrieval email should be on, or easily transferred to, the computer that you will use
to access the BAcs payment services web channel. If this cannot be done, you can find
instructions in the following procedure on how to copy the URL from the email to the computer
that will be used to access the web channel.

If you accidentally delete your ASM retrieval email you can have it resent. To organise having
it resent, contact a PSC who can maintain your details or, if you have a relationship with a
sponsoring bank, contact your sponsor or the service desk.

Note: Do not attempt to carry out the following procedure if you do not have your email
containing your contact ID and password retrieval URL and your security information. If you
have forgotten your security information, you can elect to have the hint emailed to you. How
to do this is explained in the following email. If you still cannot remember your security
information even with the hint, a PSC who can maintain your details, your sponsor, if you have
one, or the service desk change your security information and hint for you.

To retrieve your contact ID and password

You must have your ASM retrieval email and you must know your security information.

Establish a connection to the internet (or Voca extranet).

Connect to the internet, or the Voca extranet if this will be used to access the web channel.

Go to your security retrieval URL.

Open the email “BAcs Payment Services — Your contact ID and password” and click on the
URL (web address). Your web browser will open and the Contact ID and password
registration screen will load.

Alternatively, copy the retrieval URL from the email, open a web browser and paste the URL
into the address bar. Press the Enter/Return key on your keyboard.

If your retrieval email is on a different computer, than that used to access the web channel,
and it cannot easily be transferred, copy the URL from the email and paste it into a Microsoft
Word, Notepad or other document and save it to a disk. Open this document on the computer
that will be used to access the web channel. Copy the URL from the document and paste it
into your web browsers address bar. Press the Enter/Return key on your keyboard.
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To retrieve your contact ID and password (continued)

Confirm your name.

The Contact ID and password registration screen displays the contact name associated with
the URL in the Confirmation block.

If this is your name, click confirm.

If this is not your name, check that you have used the correct email. If you are using the
correct email and your name is incorrect, contact a PSC who can maintain your details. The
PSC should check your details on the web channel.

Enter your security information.

A new screen will load. You must enter your security information. Your security information
is not case sensitive and when you type it, it will appear on screen as asterisks (*). Click
confirm.

If you cannot remember your security information, you can have the hint emailed to you. To
do this, click the sent hint button. You will then receive an email from BACS payment services
which includes the hint to your security information. Once this email arrives you should restart
this procedure.

Make a note of your contact ID and temporary password.

If you entered your security information correctly, the screen will reload with your contact ID
and temporary password displayed. You must make a note of these carefully. Your temporary
password is case sensitive but will only contain capital letters and numbers.

KEEP YOUR CONTACT ID AND TEMPORARY PASWORD SECURE until your welcome
email arrives.

Your ASM status will now be set to “Active” but you must now wait until you receive your
welcome email before logging on to the payment services web channel for the first time. Keep
your contact ID and temporary password securely.
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Welcome email and first log on

When you have retrieved your contact ID and temporary password you will receive a
“Welcome to BAcs Payment Services” email. Your welcome email contains the web address
you should use for accessing the web channel with your ASM details.

First log on

You can now carry out the procedure for logging on to the web channel for the first time. The
following procedure details how to log on for the first time, how to change your temporary
password, and how to create a shortcut to payment services for ease of logging on.

To log on for the first time with ASM

You must have your welcome email, your contact ID and password.

Establish a connection to the internet (or extranet).

Connect to the internet, or the extranet if this will be used to access the web channel.

Go to your welcome URL.

Open the email “Welcome to BACs Payment Services” and click on the URL (web address).
Your web browser will open and the Log on screen will load. Alternatively, copy the welcome
URL from the email, open a web browser and paste the URL into the address bar. Press the
Enter/Return key on your keyboard.

If your email is on a different computer, than that used to access the web channel, and it
cannot easily be transferred, you can write the URL down and type it into your web browser’s
address bar. Press the Enter/Return key on your keyboard.

Create a shortcut to the web address.

The Log on screen loads. If you do not have a smartcard reader installed on your computer,
press Ctrl + D. This will create a shortcut to BACS payment services that can be accessed
through the Favourites menu of Internet Explorer and the Bookmarks menu of Netscape
Navigator. If you have a smartcard reader installed on your computer your signing software
will open. Click your mouse on the web browser window. This will ensure that it is the web
browser window that is active, and not the signing software. The signing software will stay
open in front of the web browser, but will be the inactive window. press Ctrl + D. This will
create a shortcut to BACS payment services that can be accessed through the Favourites
menu of Internet Explorer and the Bookmarks menu of Netscape Navigator. Now close the
signing software window.

Note: If there is a shortcut to BACS payment services on your computer already you can use
that rather than the URL in your email, and you do not have to create a new shortcut.
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To log on for the first time with ASM (continued)

Enter your contact ID and password.

Type your contact ID and temporary password into the correct fields. Note that your contact
ID and password are case sensitive.

Click the log on button. This process will authenticate you to the web channel.

Password change screen loads. Change your password.

Type your temporary password into the correct field. Then enter your new password into the
correct fields. You will have to enter your new password twice. This is also case sensitive.
For details of the required format for passwords see section 14.5.2, page 60.

Click done to change your password.

BAcs payment services web channel homepage loads.

If the password change process was successful, the web channel homepage will load into
your browser, and your name will appear in the contact identification area of the page (see
section 6.4, page 19 for details of the screen areas).

You can now use your contact ID and password to carry out activities and functions on the
web channel.
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Logging on

After you have completed the first log on procedure you can use your contact ID and password
to log on to the payment services web channel and perform the functions that you have been
given the privileges to do that can be done with ASM security. The following sections describe
how to use your contact ID and password to log on to the web channel, which involves
authenticating yourself to the web channel.

To log on to the web channel with ASM (after first log on)

You must have carried out the first log on procedure for ASM.

Establish a connection to the internet (or extranet).

Connect to the internet, or the extranet if this will be used to access the web channel.

Open your web browser.

If you already have a browser open, you should close it and open a new browser window.

Go to your BAcs payment services web channel shortcut.

If your browser is Internet Explorer, click on the Favourites menu and choose BAcs payment
services from the drop down list.

If your browser is Netscape Navigator, click on the Bookmarks menu and choose BACS
payment services from the drop down list.

The Log on screen will load.

Enter your contact ID and password.

When the Log on screen loads, if you have a smartcard reader installed on your computer
your smartcard signing software will load. If you wish to continue logging on with your contact
ID and password, close the signing software.

To log on with your contact ID and password, enter your contact ID and password (both are
case sensitive) into the correct fields and click the log on button. This process will
authenticate you to the web channel.

BACs payment services web channel homepage loads.

If the authentication process was successful, the web channel homepage will load into your
browser, and your name will appear in the contact identification area of the page (see
section 6.4, page 19 for details of the screen areas).

If the authentication process was unsuccessful an error message will appear on the screen
and you should try again.
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Note: If you log on to the web channel and you do not perform any activity on the web

channel (the session is idle) for 10 minutes, the session will time out. You will have to

reauthenticate yourself before you can perform any more activities on the web channel. To
reauthenticate yourself, carry out the log on procedure from step 4 onwards.

If you repeatedly enter your password incorrectly, you will become suspended for ASM. You
should contact a PSC who can maintain your details or your sponsor, if you have one. If you
know your password, they will be able to reinstate you for ASM and you can continue using
your password. If you have forgotten your password it will they will need to reset it for you as
well as reinstating you. If your password is reset you will have to carry out the procedure
detailed in section 14.2.2, page 52.

If you password becomes compromised you must immediately contact Bacs or your sponsor,
if you have one.
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Actioning changes

When you change or add/delete information on the web channel, you will be asked to confirm
that you wish to make the change(s). You must confirm the changes using the security method
you logged on to the web channel with. The following procedure details how to confirm
changes using your contact ID and password. For more information on how to confirm
changes with PKI credentials, see section 9.4, page 40.

To action changes using ASM

You must have logged on using your ASM details and made changes on the web channel.

Review a summary of your changes and accept them.

A summary screen is displayed detailing the changes you are making. If the summary is
correct, click confirm to start the process of actioning the changes.

Authorise the changes by signing the text displayed.

A confirmation screen will be displayed where you authorise the changes by entering your
security credentials. If you logged on to the web channel with your contact ID and password,
and are therefore authorising the changes with your ASM details, you must enter your
password. Enter your ASM details in the correct fields.

If the changes were made successfully, a Success screen will load. In some circumstances,
eg your browser crashing, you may not see the success screen. Should this occur, you
should check whether the changes you input have been applied.

If at any point, before entering your password, you decide that you do not want to make the
change(s) click the cancel or back action buttons on the screen. Depending on the stage you
are at you make be taken to:

« A screen asking “Are you sure” you want to cancel the activity
- Click yes to lose any changes that have not been confirmed, or
- Click no to go back to confirm the changes or make further changes
» A maintenance screen where you can
- Make further changes, or
- Click cancel to be taken to the cancel activity screen (see first bullet point).

Note: Following many changes actioned on the payment services web channel, email

notifications are sent by BACS payment services to the PSCs associated with the
contact making the changes. The email notifications detail what was changed, who made
the change(s) etc.
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Your password

Changing your password

The following section describes how to change your password for logging on to the web
channel with ASM security. When choosing a new password, choose something that others
will not be able to guess. For example, do not use your name and date of birth. If you forget
your password you should contact a PSC who can maintain your details, your sponsor (if you
have one) or the service desk to have your password reset.

Note: If your password has been compromised you must immediately contact the
service desk or your sponsor, if you have one. See section 14.5.3, page 60 for more
information.

To change your password

You must have logged in to the web channel and you can view the menu.

Select My details from the menu.

Click on the My details menu option to load the My details screen.

Click the change password button.

The My details screen loads. Click the change password button.

Change password screen loads. Enter your current and new passwords.

In the Change password block there are three fields (existing password, new password and
re-enter new password).

* Enter you current password into the first field

» Enter what you would like to be your new password in the second field (for details of
the format for passwords see section 14.5.2, page 60)

 Enter you new password again into the third field

« Click OK to change your password.

« If successful, go to step 4. If unsuccessful, carry out this step again to change your
password.

If you decide that you do not want to change your password click back instead of clicking OK.
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To change your password (continued)

My details screen loads and your password has been changed. Click confirm or cancel or
select a new menu option.

If required you can make other changes to your details (see section 17.2, page 66).
Otherwise click cancel or select a new menu option.

Note: After changing your password, if you click confirm from the My details screen, the
actioning sequence runs. If you logged on with your contact ID and password you must use
your NEW password to authorise the changes.

Password specifications and guidelines

The password for ASM is case sensitive. When selecting a new password it should meet the
following specifications:

Specification Example

Password must be at least seven characters in length

. _ incorrect december31
Password must contain at least two numeric characters

correct dec3mberl
The numeric characters must not all be at the start and/or end of the password

) o ) incorrect logglng7
Password must not contain two consecutive identical characters )
correct log3ingl

Password must not be the same as any of the past 12 passwords used

Password must not be the same as your contact ID

Protecting your password

You must ensure that your password is something you will remember, and you must always
keep it safe. Do not write your password down.

If you think that your password has been compromised, you must immediately contact the
service desk or your sponsor, if you have one. You must not then log in until the service desk
or your sponsor has advised you that you can. Your password will need to be reset before you
can log on again and this will involve you retrieving a new password (see section 14.2.2,
page 52).

Changing you security information and hint

If you need to change your security information and hint, you must contact a PSC who can
maintain your details. If a PSC cannot maintain your details, contact your sponsor if you have
one, or the service desk.
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Issues with your ASM security

This section details the possible issues that you may experience with your ASM security, and

actions you can take to overcome them.

Issue and description

Action

Contact ID and password retrieval issues

Email deleted/cannot be accessed

You have deleted/cannot access your email
with your unique URL for ASM retrieval,
and have not retrieved your ASM details.

You will need to arrange having the email resent. To do this, you should inform
a PSC who can maintain your details. If a PSC cannot maintain your details,
contact your sponsor, if you have one, or the service desk.

Email on a different computer

You cannot access your email, with your
unique URL for ASM retrieval, on the
computer that you are going to use to
access the web channel.

If is recommended that the email is available on the same computer as the one
you will use to access the web channel (which must have a smartcard reader
and related software installed). If this is not possible:

« Copy the URL from the email and paste it into a document (eg Microsoft
Word, Notepad).

» Save the document containing the URL to a disk.

* Open the document on the computer with the web channel access.

« Copy the URL from the document and paste it into your web browser.
* Press Enter/Return key on your keyboard to go to the link.

Alternatively, you can write the URL down, and type it into your web browser
address bar, and press Enter.

URL does not work

You web browser returns an error saying
the page cannot be found when you try use
your unique URL to retrieve your ASM
details.

You should ensure that you are properly connected to the internet (or BACS
extranet, if this is used). If the URL has been copied, or cut and pasted, ensure
the correct URL is in the address bar or your browser. If this URL still does not
work, contact the service desk.

Name displayed is not correct

After going to your unique URL, the name
displayed on the first page is not yours.

You should check you are using the correct email (and correct URL). If you are,
contact a PSC who can maintain your details. If a PSC cannot maintain your
details, contact your sponsor, if you have one, or the service desk. They should
ensure your name and email address are correct on the web channel. If they
are, they should contact the service desk.

Technical error

During ASM retrieval, the web channel
returns a “technical error”.

You should reattempt the action using the same URL.

“Try again later” message

During ASM retrieval, the web channel
returns a “try again later” message.

You should reattempt the action using the same URL.

Security information is not accepted
You attempt to retrieve your ASM details.
Your security information is not accepted by
the web channel and an error is returned.

You should reattempt the action using the same URL. Ensure that you are
using the correct case (the security information is case sensitive). If you have
forgotten your security information, you can have the hint emailed to you (see
section 14.2.2, page 52). If you attempt the retrieval three times without
success, your password will need to be reset by a PSC who can maintain your
details. If a PSC cannot maintain your details, you should contact your sponsor,
if you have one, or the service desk.
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Issue and description

Action

Password issues

Password forgotten
You cannot remember your password.

You should inform a PSC who can maintain your details. If a PSC cannot
maintain your details, contact your sponsor, if you have one, or the service
desk. They will be able to reset your password. You will receive a new email
with a unique URL to retrieve your new password. If you have also forgotten
your security information that is required for the retrieval you will have to have
this reset as well.

Incorrect password entered

You have entered an incorrect password.
The web channel returned an error.

You must enter your password again. Check you are using the correct case
(the field is case sensitive).

Incorrect password entered repeatedly
You have entered the wrong password
consecutively and you are automatically
suspended for ASM.

If you know your password, you should contact a PSC who can maintain your
details. If a PSC cannot maintain your details, contact your sponsor (if you have
one) or the service desk to get reinstated. If you have forgotten your password,
they will have to reinstate you and reset your password. If you have also
forgotten your security information they will have to reset your security
information and hint reset.

Password has been compromised

You know or think that someone else
knows your password.

You must contact the service desk or your sponsor, if you have one,
immediately. Your password should be reset.
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16 ASM statuses

If you have been set up for ASM security, you will have an ASM security status. To use your

contact ID and password, you will need to have an ASM status of “Active”. There are other

possible statuses that you could have. The following table details the possible statuses that

you may have for ASM security, and what it means if you have that status.

Status
Not set

Active

ASM pending

Suspended

Suspended - Pending

version 1.10

What it means
You have not been set up to have ASM details for accessing BACS payment services.

You can use your contact ID and password for everything you have been set up to do that can be
accessed with ASM.

You have not yet retrieved your contact ID and password. For details of how to retrieve your contact ID
and password see section 14.2.2, page 52.

You cannot log on or perform any action using your contact ID and password.

The status of “Suspended” may have been automatically generated by the BACS payment services
system following an incident, or may have been set by your sponsor (if you have one) or a PSC who can
amend your details, through the process of suspending a contact.

If you also have a smartcard, providing your PKI status is “active”, you can continue to carry out
everything you have been set up to do using your smartcard.

If you only have ASM security, or if your PKI status is also “Suspended”, you will no longer receive any
notification emails.

As for “Suspended”, you cannot log on or perform any action using your contact ID and password.

You were in a state of “ASM pending” before you were suspended, and, if you are reinstated, your status
will revert to “ASM Pending”.

If you also have PKI credentials, providing your PKI status is “Active”, you can continue to carry out
everything you have been set up to do using your smartcard.

If you only have ASM security, or if your PKI status is also “Suspended”, you will no longer receive any
notification emails.
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Your detalls

17 Changing your details

17.1 Overview

As a contact, certain information is registered on the payment services web channel about
you. This information is used in relation to your use of the payment services and includes
contact information, privileges, and security information.

You can view some of this information, and change some of it. The following sections detail
the information that is held about you, what that information is used for and how you can
change some of that information.
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How to change your details

The following procedure details how to change your contact details and your security
information and hint (if you have ASM security).

To view and amend your details

You must have logged in to the web channel (with PKI or ASM) and you can view the menu.

Click My detalils in the left hand menu. My details screen loads.

The My details screen loads showing Contact details and Privileges.

The Contact details block contains, amongst other things, the following information:

* Title, first name and surname

 Security method, PKI status and ASM status

* Type

« Email address

« Office telephone number and additional information
« Out of office telephone number

» Mobile telephone number and additional information
» Fax number

« If you have ASM, there will also be a change password button.
The Privileges block(s) show the privilege groups you have been allocated.

Having viewed the information, if you wish to exit this screen, click the cancel button. You will
be asked if you want to abandon this activity. Click yes to exit the contact details section.

To change any of this information go to step 2.
Make the required changes
To change you contact information (email address, telephone number etc):

« Highlight the information in the field you want to change
» Type the new contact information in the field
» Make further alterations (see below) or go to step 3.
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To view and amend your details (continued)
To change your password (applicable to contacts with ASM):

* Click the change password button

» The Change password screen loads

* Enter your current password

« Enter what you would like as your new password in the two separate fields. For more
information on the required format for your password see sec 14.5.2, pg 60

* Click OK

» My details screen reloads and your password has been changed

» Make further alterations (see below) or go to step 3.

Confirm your changes

Once you have made your changes, click submit. Go to step 4.

If you do not want to make any changes, or you want to lose the changes you have made, or
all you have changed is your password (which took immediate effect), click cancel. You will
then be asked if you wish to abandon the activity.

A summary screen loads. Check the details and, if correct, click confirm

A summary screen loads displaying the details that will be applied. If these are correct, click
confirm. Go to step 5.

If they are not correct, or you wish to make further changes, click back to return to the My
details screen and go back to step 2.

Confirmation screen loads. Authenticate yourself to make the changes.

In order to action the changes, you must authenticate yourself using the same security
method you used to log on to the web channel.

If you logged on using your smartcard you must sign the text, that details the changes you
are making, using your signing software.

If you logged on using your contact ID and password, enter your password and click submit.
Note: if you changed your password during this procedure you must use your new password.

Success screen loads.

If the changes were made successfully, the Success screen loads.
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